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Software Is eating the world

Every org is becoming a software org
Software orgs need modern tools

DevOps, containers, and cloud native
are those tools




Only 20% of organizations
following DevOps practices
consistently integrate security
Into the development process.

Source: HPE | True State of Application Security & DevOps



http://null

Only 15% of organizations can
remediate security vulnerabilities
or address compliance violations
as they arise.

Source: Chef | 2017 Community Survey



https://pages.chef.io/rs/255-VFB-268/images/chef-survey-2017.pdf

Shift Left Security

Moving security practices left into the software
development lifecycle with the goal of shifting from
a reactive to a proactive security posture




Simple concept — difficult execution.

 Traditional security practices are manual and time-consuming
* Developers and security have very different domain expertise

» Security tooling doesn’t surface information in a dev-friendly
fashion
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Security by design — establish criteria up
front

Automate, automate, automate
Control gates are your friend
Share tooling — don’t silo information

Use dev learns for better production
protection



Containers empower security
teams to shift left more
successfully than traditional
architectures




Minimal

Typically single
process entities

Declarative

Built from
Images that are
machine
readable

Predictable

Do exactly the
same thing from
run to kill
(immutable)



1. The minimal nature simplifies security requirements
for each artifact

2. The declarative nature allows automated analysis of
vulnerabllities and compliance

3. The predictable nature simplifies automation of policy
creation and enforcement
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Security by design — establish criteria up
front

Automate, automate, automate
Control gates are your friend
Share tooling — don’t silo information

Use dev learns for better production
protection



Twistlock Enables Shift Left +
Across Entire Devops Pipeline
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* FAR Left Shift (on developer desktop)

* Enable vulnerability and compliance checks for base images
* particularly when pulled from public repositories

* Developers also scan their custom image
* Remediate security and compliance issues before code check in
* Developers integrate security into build
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* Left Shift — In Build

* Automate scan for vulnerabilities and compliance at build
e Set thresholds and optionally fail the build
* Continuously remediate security and compliance issues
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« Continuously monitor docker registries

* Maintain a clean inventory of images

* Alert when new vulnerable images are pushed to registry
* Alert when new CVE's are reported for images in registry
* Enable trusted repositories
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* Provide and active defense for your containerized work loads
* IDS

* Containers and hosts

* Protect against suspicious activities in following categories
® process, network, file system, and system calls
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Shift Left Shifts Protection Right
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Questions?



@twistlocklabs

@twistlockteam

matthewabq twitter/linkedIn

Thank you


mailto:matthew@twistlock.com

